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ABSTRACT: Modern Windows computers generate telemetry in form of CPU usage, memory, disk activity, network
behavior, running processes, GPU load and system events. Traditional monitoring tools simply show this telemetry
without any explanation of the cause and necessary action. This paper proposes SYRA, Windows desktop assistant for
diagnosing and solving system performance issues. SYRA gathers telemetry and stores its snapshots with timestamps
in the local SQLite database. An LSTM autoencoder identifies anomalies, while diagnostic rules, signal correlation,
graph reasoning and optionally supervised prediction provide probable root cause identification. The diagnosis includes
confidence score, evidence and the responsible process, if any. Any fix is never applied automatically. SYRA suggests
some action to perform, waits for user approval, verifies its outcome based on telemetry data and records the incident
with feedback. The system uses Electron, React, FastAPI, SQLite and TensorFlow/Keras. Functional testing confirmed
that the whole workflow works as expected. For example, CPU usage dropped from 41.1% to 12.4% due to an
approved process-priority modification.

KEYWORDS: System Monitoring, Root Cause Analysis, Anomaly Detection, LSTM Autoencoder, Guided
Remediation

L. INTRODUCTION

Modern Windows computers run applications, background services and system processes simultaneously and generate
telemetry in terms of CPU, memory, disk, network, processes, GPU and events. People typically use Task Manager and
Resource Monitor, but the cause identification usually requires multiple signals combination.

Another problem is how to handle the problem after it has been found. Modifying processes and system components
can potentially interfere with work and bring even more problems. The system which analyzes telemetry data, provides
probable cause explanation and fixes suggestion can significantly assist a user without compromising the control.
Modern approaches to anomaly detection and AIOps target mostly cloud and enterprise environments rather than
desktops.

SYRA solves this problem by providing Windows telemetry collection, anomaly detection, reasoning about probable
root cause, reporting confidence and evidence and user-approved solution with verification.

II. LITERATURE SURVEY
Windows offers Task Manager, Resource Monitor, Performance Monitor and Reliability Monitor for resource
monitoring. These utilities allow to discover heavy resource consuming processes, but mostly show raw data without
explaining the cause.
Enterprise solutions like Intune, ManageEngine and NinjaOne gather data and can apply fixes, but are targeted at IT

specialists. Observability platforms gather metrics, logs, traces and events, but are focused mostly on servers and cloud-
based systems.
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The literature shows a transition from threshold check methods to anomaly detection and Al-based root cause analysis.
Endpoint diagnosis also faces issues. While numerous tools detect the high resource consumption process, they fail to
explain the reason for this. Some analyze the data separately, others don't consider risk assessment and remediation
advice while very few verify if the fix helped. SYRA tries to combine these elements while keeping the user in control.

III. METHODOLOGY
SYRA applies a pipeline which consists of telemetry collection, anomaly detection, root cause reasoning, user-

approved remediation and verification. SYRA runs the monitoring agent using Python FastAPI backend, while the
Electron and React interface displays the results, as shown in Figure 1.

Telemetry Collection Snapshot & Storage Anomaly Detection
CPU, memory, disk, » Build snapshot and > Preprocess + LSTM
network, GPU, events store in SQLite autoencoder score
Remediate & Verify Diagnosis & Approval Root Cause Reasoning
Execute, verify and ¢ Cause, confidence, evidence; ¢ Rules, correlation,
record incident user approves action graph reasoning

Figure 1: System Workflow

A. Telemetry Collection and Storage

The background agent continuously gathers CPU, memory, disk, network, process, GPU and Windows events data.
Readings are then aggregated into snapshots and saved to SQLite database using SQLAlchemy models. Database holds
system metrics, incidents and anomalies, root cause analysis results, remediations and user feedback.

B. Data Preprocessing and Anomaly Detection

Each snapshot is converted to a feature vector and recent vectors are kept as sequence. SYRA uses LSTM autoencoder
for anomaly detection. This model learns how to reconstruct the input telemetry sequence. The gap between
reconstruction and input serves as an anomaly score and helps decide whether the behavior is abnormal or not. The
model training is done offline.

C. Root Cause Reasoning

Once the anomaly is detected, the diagnostic rules find the symptom, and correlation engine connects related signals.
Then the reasoning engine builds the incident graph and rates the possible causes based on graph connections, evidence
available and anomaly data. There is an option of applying supervised predictor to make the diagnosis. Rule and graph-
based results are preserved unless there is a strong support in incident graph for the prediction.

D. Diagnosis, Remediation and Verification

The resulting diagnosis includes the probable cause, confidence score, evidence and affected process. If remediation is
needed, SYRA generates remediation proposal with action and target. SYRA will never perform any action without
user's approval. Then, SYRA compares telemetry readings before and after the action and verifies the improvement,
recording the result.

E. Implementation and Incident History

Interface is implemented using React, TypeScript and Vite with Electron packaging. The backend uses Python and
FastAPI. System metrics are retrieved from psutil and Windows events on local machine.
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IV. RESULTS AND DISCUSSION
SYRA was tested as a Windows desktop application with FastAPI backend and Electron/React frontend. Evaluation
concentrated on monitoring, diagnosis, remediation approval, execution, verification and incident history recording. It

wasn't a formal accuracy or performance evaluation but a functional one.

In one captured state CPU usage was around 18.9%, memory usage — 83.6%, disk usage — 7.1% and network
throughput — 0.02 Mbps. The diagnosis revealed excessive swapping as the probable root cause.

In another state, SYRA diagnosed CPU bottleneck with the process electron.exe and proposed to lower the priority of
this process. User approval was required (Figure 2).

. System Optimization & Issue Mitigation

Figure 2: Remediation proposal with cause, evidence, target process and approval requirement

After the approved action, CPU usage dropped from 41.1% to 12.4%, memory usage changed from 79.6% to 79.5%
and disk usage stayed at 7.1% (Figure 3). All seven evaluated functions worked correctly.

@ Post-Fix Health Verification

12.4%

MN1%

Figure 3: Post-fix health verification before and after the approved remediation

The results show that all parts of SYRA work as one workflow. However, the example with CPU reduction can not be
used as a performance benchmark. These tests do not prove model accuracy, generalization and performance on all
Windows machines. Anomalies and root cause test cases with labels are required to evaluate anomaly and root cause
accuracy. The diagnosis quality depends on collected data, rules, model files and thresholds, while remediation quality
depends on system state and action chosen.

V. CONCLUSION
SYRA is a Windows desktop assistant for monitoring system performance and aiding the user in diagnosing the

problem. SYRA gathers data on CPU, memory, disk, network, processes, GPU and events and then diagnoses those
data via an LSTM autoencoder, diagnostic rules, signal correlation and graph-based reasoning. The diagnoses come
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with evidence and the guilty process, if any. Any fix suggested by the system needs to be approved by the user, who
will then verify its effect.

The experiment showed that the entire process from monitoring to fixing, approval, and verification to logging of the
incident was feasible. For future research, we plan to evaluate the system for anomaly detection and root cause
reasoning on labeled data sets, improving the models based on the feedback and controlled retraining. In addition,
Windows-specific signals and fixes, extended verification period and better monitoring intervals, alert and data
retention parameters need to be evaluated.
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